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An-net Company Profile

An-net is a large ISP providing a rich set of traditional and new telecommunication services
for organizations and citizen of Tver region in Russia. The company offers low-cost 100 Mbps
Internet connections by operating over than 50 kilometers of FTTB links throughout the city
of Tver. Multiple auto-managed uplinks ensure high availability for all services including mail/
web hosting, VoIP, and IPTV.

Challenges

There are five major telecom operators in Tver, all of them offering very similar connection
bandwidth and pricing model. Since Tver city is located on Moscow’s uplinks to Europe, local
telecoms benefit from very affordable and reliable backbone connections, making customer
satisfaction depend on to the quality of fiber-optical links owned by local telecoms and
uninterrupted functioning of their network equipment.

The core network operated by An-net is based on “classic” concepts of primary Access Ring
and several Sub Access Rings. Being professionally designed from scratch, the network is
almost completely based on D-Link switches, employing Cisco routers as gateway devices.

During the first analytical stage of deployment project, the primary high availability insurance
challenge was broken up into several technical objectives:

e Threshold violation alerting for CPU load, memory usage and other basic parameters of
core and secondary switches

e (Controlling interface utilization and error rate

e Proactive detection of power supply problems by tracking device reboots via uptime
monitoring and reporting

e Assistance in major incident resolution by tracking device status on topological and geo-
graphical network maps

¢ Tracking subscriber activity in different network segments in order to predict excessive
utilization of primary optical links and planning capacity

¢ |Integration with Netup UTM5 billing system for resolving device IPs and host names into
geographical addresses




Solution

After analyzing a number of competing network management systems, An-net has selected
Tibbo’s AggreGate Network due to its flexibility and low TCO. Tibbo has deployed the Network
Manager on a turnkey basis completing the whole project within one month.

AggreGate device accounts were automatically created and configured by the network
discovery process. Thus, many monitoring functions were available for operators within a
few hours since initial system installation. Protocols used for device polling and notification
collection are SNMP v2¢ and SNMP v3.

The whole network is being managed by a single AggreGate Network Manager server. It
monitors over 50 000 network interfaces of 1000+ L2/L3 switches, many of them stacked.
The total number of monitored metrics is more than 300 000.

The major part of An-net’s network is built using D-Link equipment, with Cisco routers
installed for uplinks and a few internal links to key customers. An-net installation benefits
from many Network Manager’s out-of-the-box network monitoring and analytical tools
designed for Cisco and D-Link devices, including traffic monitoring models that support
64-bit counters, alerting for high CPU load, fan status and power supply status, as well as
pre-build configuration and change management scripts.

An-net’s NOC engineers are extensively using pre-configured dashboards bundled with the
product, especially Top 10 dashboards showing
devices, interfaces, and services experiencing
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performance problems, and Network Overview

dashboard visualizing status of the whole
network.

The Network Manager also performs extensive

self-monitoring via SNMP (overall server

machine status), JMX (Java memory and

threading), and MySQL database monitoring.

An-net employees operating the system are

assigned one of the three custom permission
schemas: System Administrator schema
allowing all operations, NOC engineer schema
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providing access to network maps and
statistics, and IT Manager schema permitting
access to various reports (average availability,
uptime, alerts). The Manager also sends
e-mail and SMS notifications to warn off-duty
operators upon significant network events.

Benefits

AggreGate Network Manager deployment
ensured decreasing number of users
complaining on slow network connections

by providing multiple ways to detect highly
utilized network links and plan network growth
in advance.

The Manager also helped to find network bottlenecks and ensure uninterrupted service
by constantly controlling service availability and failure downtimes. Its long-term usage
simplified finding parts of the network and individual devices requiring installation of
Uninterruptable Power Supply (UPS) units due to unstable grid power.

AggreGate
Network Manager
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The total cost of Network Manager deployment was lower than the costs of competing
product licenses that didn’t include any additional services. The deployment was completed
within a very limited timeframe since most features demanded by An-net were available in
the box version of the product.

Totally, the number of support requests registered by An-net’s phone support team has
plunged, showing a clear sign of increased customer satisfaction. Company executives have
reported a significant decline of existing customer flow-out, keeping An-net the most reliable
IPS/MSP company in the region.
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About Tibbo

Located in Taipei, Taiwan, Tibbo Technology Inc. brings simplicity to the automation world
defined by enormous complexity of operating systems, programming languages, and design
tools. Tibbo’s programmable hardware and the AggreGate Platform offer a complete solution
for delivering robust, distributed automation and monitoring systems.

Tibbo Technology Inc.
web: www.tibbo.com email: sales@tibbo.com
phone: +886-2-26925443 fax: +886-2-26923139
Tibbo Technology Inc., 9F-3, No.31, Lane 169, Kang-Ning St., Hsi-Chih, Taipei, Taiwan 221



